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ABSTRACT

In parallel with the advance of digitalisation, cybercrime has grown into one of
the most prominent issues in recent years, especially in the financial sector. In-
stead of slowing it down, developments in the last few years, including COVID-19,
have given a boost to this process. Phishing, one of the most common types of
cyberattacks, is worthy of study, also by reason of its prevalence. This paper aims
to provide an overview of the phenomenon of phishing and the possibilities of
anti-phishing protection, with special regard to the financial sectors’ exposure
and the legal context. First, we analyse the most frequent types of phishing, to-
gether with their technical and technological background. For the legal context,
since the issue is regulated at multiple levels (international, EU and national leg-
islation), we separately discuss the regulation of phishing in private and public
law, in particular the directive on payment services in the internal market (PSD2)
as well as the payment services act transposing it into Hungarian legislation. The
directive imposes a form of strict liability on payment service providers and is
also unfavourable for them in terms of the rules of evidence vis-a-vis consumers
and microenterprises as clients. The paper also investigates criminal law impli-
cations, or more precisely, which offence the respective forms of phishing cor-
respond to under criminal law. Finally, we present relevant developments in law
enforcement and IT security. By doing so, we explore the possibilities of payment
service providers for preventing phishing attacks on both the provider’s and the
client’s side, and if the incident has occurred, what options they have for mitigat-
ing consequences.
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1 INTRODUCTION

Today, cybercriminal activity is becoming more and more prevalent all around
the world and is now a considerable economic factor (VISA, 2023). According to
the report of the Word Economic Forum, the scale of cybersecurity is so large that
if it were taken as a state, it would be the third largest economy in the world after
China and the United States of America (World Economic Forum, 2024). This is
presumably because the digitalisation process accompanying technological pro-
gress — apart from its legal uses — opens up whole new possibilities to criminals
as well. Cybercrime is a general problem, but breaches and abuses are most often
committed within financial infrastructures and in cash, of which we can study
only the former (Anderson et al., 2019). Therefore, it is reasonable to approach the
phenomenon in general through the financial sector’s exposure to cybercrime.
However, it should be noted that the financial sector and in particular payments
are developing and evolving at a fast pace (Kovacs, 2010), which makes research
in this field more challenging. Furthermore, the authors are also aware that while
the object of our study, cybercrime, is digital by definition, cybercriminal activ-
ity has a manifest effect in physical space and payments by physical money (cash
transactions). Nevertheless, quantifying and analysing these effects statistically
is a quite complex task. Accordingly, the focus of this paper is limited to types
of abuses identified through to electronic payments, and especially to data from
Hungary.

The legal framework applicable to financial services is a determining factor in
the behaviour of both users of these services and those abusing them. The pro-
cedure of law enforcement authorities, minimum measures and procedures for
the prudent operation of payment service providers, and also their contractual
relationships with clients and other service providers are regulated within this
framework, which should therefore be analysed more closely. It should be noted
that it is a quite intricate regulatory framework due to its international nature.
Yet, as Hungary is subject to obligations of legal harmonisation as a member state
of the European Union (EU), Hungarian national legislation, including the di-
rectly applicable legislative acts of the EU, can be considered representative for
our purposes. In line with this, we seek to present the legislation applicable to
phishing through the Hungarian regulatory framework. Magyar Nemzeti Bank
(the Central Bank of Hungary, MNB) publishes statistics on the scale of fraudu-
lent activities observed in payments. These data provide a picture of the scale and
dynamics of the problem.
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Figure 1
Number and value of successful fraud attempts in electronic payments
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Source: MNB, 2024b

As the MNB data clearly show, there has been a considerable increase in both
the value and number of successful fraud attempts in the last five years. At the
same time, the value of payment fraud is still insignificant over all electronic pay-
ments. MNB reports that [i]n terms of the methods applied in fraud cases, phish-
ing had the highest share in 2023, accounting for 71% of all successful card fraud
cases’ (MNB, 2024a). Another important finding from a representative survey by
CIB Bank Zrt. is that there is no correlation between individuals’ social or demo-
graphic status and their likelihood of falling victim to fraud (CIB Bank, 2024).

As the observations of MNB also indicate, phishing is a prominent form of cy-
berattacks. Based on the 2023 IOCTA report® of Europol’, phishing may be a first
step in, or an enabler of virtually any type of cybercrime. The 2024 report contin-
ues to identify phishing as the most commonly used attack vector. Phishing is a
key facilitator of most types of online fraud schemes and malware-based attacks,
aiming to penetrate systems to steal the data stored in them or for financial gain
(Europol 2023; 2024c¢).

Our comprehensive inquiry into the phenomenon of phishing seeks to identify
possible countermeasures and means of protection against its different forms,
and against the regulatory, technological and law enforcement background, as

2 Internet Organized Crime Threat Assessment (IOCTA).

3 European Union Agency for Law Enforcement Cooperation (Europol).
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well as how these can be jointly used to reinforce the secure operation of the pay-
ment system.

2 THE DEFINITION AND FORMS OF PHISHING

The term ‘phishing’ refers to attempts by attackers to obtain data and informa-
tion from the target in order to use them afterwards to elicit financial gain or
for further attacks. Phishing is a technique involving psychological manipulation
(social engineering) to lure the target with a bait, e.g. a potentially interesting
(e-mail or text) message, into giving away their data voluntarily, or downloading
harmful content or installing applications that steal their data by technological
means (Oroszi, 2020).

Phishing attacks may be categorised by the channel of communication (e-mail,
text message, WhatsApp, etc.), reach (mass or targeted) and the method used for
deception. Phishing primarily refers to fraud by electronic mail, but according to
the 2024 IOCTA report of Europol, phishing via text messages, or ‘smishing, is
the most common type of phishing today, followed by ‘vishing’, or voice phish-
ing, carried out via fraudulent phone calls. The 2024 IOCTA report also finds an
emerging trend for QR code phishing, or ‘quishing’, where the victim is prompted
to interact with a QR code message, e.g. visit a website (Europol 2024c). In phish-
ing attacks via telephone networks (smishing, vishing), fraudsters often manipu-
late the telephone number (spoofing) to make the recipient believe that the mes-
sage or call is coming from an entity that they are actually in contact with, e.g.
their payment service provider or the police.

Figure 2
Examples of smishing messages
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In everyday life, we mostly encounter mass phishing, where the aim is to reach
as many recipients as possible so that at least some of the thousands of messages
sent out should succeed. In most cases, the criminals avoid the cost of these mes-
sages by using hacked mailing servers or the compromised telephone subscrip-
tions of victims of previous phishing attacks (Gyorgy, 2021). Such mass messages
tend not to be very sophisticated, often containing typos, grammatical errors and
inconsistencies. That is because the Hungarian version is usually prepared by au-
tomatic translation. However, the rise of artificial intelligence in recent years has
brought considerable ‘improvement’ in their linguistic quality. Targeted phishing
or ‘spear phishing’, by contrast, is concentrated on high-value recipients, utiliz-
ing personalised messages directly addressed to the targeted person by name and
content that is tailored to look relevant to the target. A subcategory of these at-
tempts aimed at corporate executives is called ‘whaling’.

The target and the channel of communication are defining factors in the modus
operandi of phishing, but it is a common feature of all types of phishing that
the perpetrator impersonates somebody else in the message sent. Phone calls are
often initiated by alleged employees of service providers, e.g. credit institutions,
and text messages are usually sent in the name of courier services or the police.
Fraudulent e-mails often notify of public utility arrears, or are sent in the name of
service providers, sometimes credit institutions. Fraud schemes of greater sophis-
tication are carried out through other communications channels, such as social
media or chat applications, e.g. fraudsters pretending to be prospective customers
on online marketplaces to obtain sellers’ data (e.g. for the authorisation of credit
institutions’ services).

Phishing communications typically state that the data should be provided in the
interest of the potential victim, for instance, to secure a financial gain, or to avoid
or prevent losses. They tend to urge or even threaten the victim to act promptly
so that they do not have time to deliberate if it is justified or reasonable to comply
with the request. As pointed out earlier, nowadays, phishing communications are
not so easily recognisable by the grammatical and stylistic errors that were so
characteristic of Hungarian-language attacks a few years ago. Criminals can now
effortlessly produce high-quality content in any language with Al-assisted tools.

Apart from generating persuasive text using large language models, criminals
can now put Al at their service in other dimensions of communication. With the
so-called deepfake technology, existing images and audio can be used for creat-
ing convincing video and audio recordings that are very hard to distinguish from
authentic content (Szab¢ 2023). With these resources, criminals may even initiate
real-time phone or conference calls to more credibly impersonate stakeholders
whom the victims willingly oblige or provide sensitive data. The press has re-
ported several cases where unsuspecting employees were instructed in a video
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conference call to transfer large amounts of money by whom they thought was the
company’s chief executive or chief financial officer (Magramo, 2024). According
to the 2024 report of Europol, this is only one example of the potential of artificial
intelligence to facilitate criminal activities, and it is expected that criminals will
make increasing use of such methods in the coming years (Europol 2024a).

MITRE ATT&CK?, a widely used knowledge base for modelling and analysing
threats, places phishing attacks into the reconnaissance and initial access phase,
which is in line with the Europol observation that phishing is a precursor to other
criminal acts (mitre.org. 2024). Although the two sources cited above have fun-
damentally different approaches to phishing, they clearly show that it is always an
introductory step to acts defined by law enforcement bodies as a crime punishable
under criminal law, or by cybersecurity experts as a cyberattack (Krasznay, 2023).

3 PHISHING IN A LEGAL CONTEXT

After providing a definition of phishing, it should be examined whether there
are applicable provisions in the legislation, and if yes, what does this legislative
framework for phishing and possible means of defence look like. Unsurprisingly,
phishing is not directly mentioned in the legislation, but many provisions apply
to such forms of fraudulent activity.

Since Ulpian, a distinction is made between public and private law. These two
parts of the law are subdivided into further branches (Labady, 2014). Accordingly,
it seems logical to analyse the relevant legislation along this classic structure, hav-
ing regard also to its embeddedness in international and EU law. The latter has
shifted markedly to directly applicable legislative acts in recent years. As a result,
more and more regulations of the European Parliament and the Council are ap-
plicable in Hungary as well.

3.1 Phishing in private law and the rules of liability for damages

Causing damage unlawfully is, of course, prohibited as a general rule in the Civil
Code of Hungary* [Sections 6:518 to 6:520]. The codified rules of liability and the
associated legal dogmatics and jurisprudence have been covered in depth by legal
scholars and economists, for instance in (Szalai, 2024). However, these general
cases are less relevant for phishing, where the party causing the damage is very
rarely called to account before the courts. Therefore, it is more informative to

4 ActV of 2013 on the Civil Code.
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study claims for damages arising out of payment services. After all, the funds ob-
tained from cybercriminal activity will eventually be processed by payment ser-
vice providers. The legislative basis is the EU Directive on payment services in the
internal market, or PSD25, as well as the Hungarian Payment Services Act (PSA)®
transposing it — besides other pieces of national legislation - into Hungarian law.

In the context of payment services, compensation, and in particular refund of
the transaction amount, occurs in two main areas. The first case of liability for
payment orders iswhen the payer provides incorrect payee data for the payment
order. For these situations, Section 48(1) of the PSA provides that if a payment
transaction is executed based on a unique identifier, it is deemed to have been
executed with regard to the payee specified by that unique identifier. According
to Section 48(3) of the PSA, the payment service provider is not liable for non-
execution or defective execution of the payment transaction due to an incorrectly
provided unique identifier. In other words, payment service providers specify the
payee based exclusively on a unique identifier, such as account number, IBAN
and secondary account identifier details of the account, and are obliged to verify
the payee’s name only when executing official transfer orders or credit transfers
based on remittance summons. Consequently, if the payment service provider re-
cords the payment order with an incorrect unique identifier, e.g. a wrong account
number provided by the payment service user, the payment service provider has
no liability for a potentially defectively executed payment transaction. On these
grounds, the liability of the payment service provider in instances of invoice fraud
or account switching fraud’ is far from straightforward. In these cases, the unique
identifier for which the payment transaction is deemed executed is in fact pro-
vided by the payer (i.e. the company).

However, disputes on liability for damages occur the most often in connection
with payment instruments (such as payment cards, or mobile and online bank-
ing applications), as the rules of liability laid down in the PSA are very different
from those in the Civil Code, which are based on fault. The degree of fault is also
the starting point in the PSA. The relevant provisions are found in Section 40(1)
and (2) of the PSA, which specify that the payment service user is obliged to use
the payment instrument in accordance with the terms of the (payment service)

5 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015
on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and
2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC.

6 Act LXXXV of 2009 on the Pursuit of the Business of Payment Services.

7 For more information on these types of fraud see https://kiberpajzs.hu/csalastipusok/tele-
fonos/munkahelyi-csalas-hamis-ugyfel-beszallito/ and  https://www.police.hu/hu/hirek-es-
informaciok/legfrissebb-hireink/matrix-projekt/kozel-go-millios-utalast-kert-egy.
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framework contract, and to act with the care that is generally expected under the
given circumstances to ensure the security of both the payment instrument and
the personalised security elements required for its use, such as the personal iden-
tification number (PIN) or similar codes. The payment service user is obliged to
notify the payment service provider, or the entity specified by the latter, without
undue delay on becoming aware of the loss, theft, misappropriation or unauthor-
ised use of the payment instrument. Since the contents of the framework contract
are specified in the legislation, acting with the generally expected care under the
given circumstances is in effect the basis of reference also in the PSA. If the unau-
thorised payment transaction is not carried out with a payment instrument, the
payment service provider is obliged to bear the loss and, hence pay compensa-
tion to the payment service user without delay. That may happen in the event of
unauthorised access to or intrusion into the IT systems of the payment service
provider [Section 44(1) of the PSA]. The payment service provider has full liability
when the damage is caused by a personalised procedure by means of telecom or
information technology devices that function as a payment instrument, or the
payment instrument was used without personalised security credentials. This
is applicable for instance to payments by virtual payment cards. Basically, this
provision stipulates the liability of the payment service provider in cases of on-
line payment fraud. Furthermore, the PSA and the Government Decree on com-
plaints mechanisms in payment services® jointly specify the deadline by which
refund must be paid at the latest. Allowance is made for exemption from liability,
which, however, is very limited in line with the intention of EU legislators. The
provisions of the PSA above basically impose strict liability on payment service
providers, since the fact that damage has occurred renders them liable. In addi-
tion, the provider has full liability under quite rigorous procedural rules, with a
very limited scope for exemption where the user is a consumer or microenter-
prise. In its ‘Anti-fraud Recommendation®, MNB lays out detailed requirements
in relation - among others — to Sections 44 and 45 of the PSA, based primarily
on existing case law known at the time of publication of the Recommendation
and the provisions of PSD2. As a result, the financial losses incurred by payment
service users falling victim to phishing attacks are refunded in certain situations
by payment service providers.

8 Government Decree No 435/2016 of 16 December 2016 on the detailed rules for the complaints
mechanism for investment firms, payment institutions, electronic money institutions, voucher
issuing undertakings, financial institutions and independent financial service intermediaries,
and for their complaints mechanism policies.

9 Recommendation No 5/2023 of 23 June 2023 of the Magyar Nemzeti Bank on the prevention,
detection and management of abuses observed through payment services.
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3.2 Anti-phishing instruments of public law

In the public law context, we can find relevant provisions mainly in financial and
criminal law. As financial law - which regulates primarily the prudent opera-
tion of service providers - is quite extensive in scope and has multiple levels, the
length of this paper only permits reference to the most important financial law
provisions.

While privacy and the protection of personal data are obviously highly relevant
in the context of phishing, a discussion of this dimension would provide sufficient
material for a separate study, especially because of the extraterritorial nature of
data protection law (Molnar, 2021).

3.2.1 IT security requirements in financial law

The security of payments - including the avoidance of losses to users to the ex-
tent possible — is regulated in PSD2 (or in Hungary, the legislation transposing it,
most importantly the PSA) and the related Commission delegated regulations.
These include, among others, provisions for the management of operational and
security risks [Sections 55/A and 55/B of the PSA] and requirements for authen-
tication [Section 55/C of the PSA] by payment service providers. From the point
of view of IT security, the Government Decree on IT security™, and two relevant
MNB recommendations (the recommendation on the protection of IT systems
and the so-called ‘Cloud Recommendation’)" should be mentioned. Although it
is not yet applicable at the time of writing this paper, the DORA Regulation® also
contains highly important measures for I'T security, which are to be applied from
17 January 2025. The above-mentioned legislation regulates in great detail, among
others, how the I'T systems of payment service providers should look like and the
(minimally) required tools of defence of those systems against external and inter-
nal attacks. While these provisions ensure only a minimum level of IT security,
the IT regulations applicable to the Hungarian financial sector can be considered
highly advanced and guarantee the sector’s cybersecurity resilience (MNB, 2022).

10 Government Decree No 42/2015 of 12 March 2015 on protecting the information system of
financial institutions, insurance undertakings, reinsurance undertakings, investment firms and
commodity dealers.

11 Recommendation No 4/2019 of 1 April 2019 of the Magyar Nemzeti Bank on the use of social and
public cloud services and Recommendation No 8/2020 of 22 June 2020 of the Magyar Nemzeti
Bank on the protection of IT systems.

12 Regulation (EU)2022/2554 of the European Parliament and of the Council of 14 December 2022
on digital operational resilience for the financial sector and amending Regulations (EC) No
1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011.
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For the same reason, it is the clients rather than the IT systems of payment service
providers that fraudsters tend to target.

Two legislative changes have been introduced recently specifically to support an-
ti-fraud efficiency in the financial sector. One of those changes is Section 37/A of
the Anti-Money Laundering Act®, in force from 1 August 2024, which establishes
a chain of alarm for the notification of payment service providers. This means
that if a payment service user falls victim to fraud, their account servicing pay-
ment service provider notifies the competent authority and other payment service
providers involved in the execution of the payment transaction in a secure man-
ner. The second important legislative change is the addition of provisions for the
establishment of a central fraud detection system, among others, to the text of the
PSA [Section 55/D]. This legislative package will enter into force on 1 July 2025
and ensures data reporting between GIRO Elszamolasforgalmi Zrt., the financial
enterprise operating the Hungarian retail payment system and payment service
providers participating in the system for more efficient prevention of fraud in
HUF payment transactions within Hungary (GIRO, 2024).

3.2.2 The criminal law assessment of phishing in current judicial practice

For a discussion of phishing in a legal context, reference to one of the main
branches of public law is inescapable. Namely, the branch of criminal law. As
it is practical in the case of most regulations connected to digitalisation, anti-
cybercrime legislation has been adopted at multiple levels. International treaties
are at the highest level, of which the Convention on Cybercrime adopted on 23
November 2001 (the Budapest Convention) has the most subject-specific impor-
tance. The Convention facilitates a comprehensive approach to the assessment of
certain acts, including phishing, among the acceding countries (Krasznay, 2021).
The legislative acts of the European Union are at the next level, of which the most
significant are Directive 2013/40/EU* and Directive (EU) 2019/713%. Finally, at
the national level, the Criminal Code of Hungary™ is naturally the primary le-
gal source in the matter. As technology evolves and changes constantly, so are
the methods and solutions used by criminal actors. It is extremely challenging to

13 Act LIIT of 2017 on the Prevention and Combating of Money Laundering and Terrorist Financing.

14 Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks
against information systems and replacing Council Framework Decision 2005/222/JHA.

15 Directive (EU) 2019/713 of the European Parliament and of the Council of 17 April 2019 on
combating fraud and counterfeiting of non-cash means of payment and replacing Council Fra-
mework Decision 2001/413/JHA

16 Act C of 2012 on the Criminal Code.
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keep pace on the regulator’s side, especially in regard to the numerous legislative
developments in the last few decades. Giving an account of the relevant legal his-
tory is beyond the scope of this paper, but the significance of the subject is worthy
of mention (Mezei, 2018; 2020).

For a criminal law assessment, phishing as a crime may be considered - based on
the applicable legislation - in relation to various offences.

A separate chapter is dedicated to cybercriminal acts in the Criminal Code due to
the similarities and close connections between the offences under this category.
Section 423 of the Criminal Code specifies violating information systems or data,
classified as pure cybercrime, in three separate points having different emphasis.
Information systems are the object of the crime under all these points. Within the
meaning of Section 423(1), a person who logs into an information system with-
out authorisation by violating or circumventing a technical measure safeguarding
that information system or stays logged in exceeding or violating the limits of
his authorisation to log in is guilty of a misdemeanour and shall be punished by
imprisonment for up to two years. In the first case, the offender is not authorized
to access the system, while in the second, they do have the required authorisa-
tion, but misuse it, for instance, by way of privilege escalation. Perpetrators of
such criminal acts are colloquially known as hackers. It should be highlighted that
the target of unauthorised entry to the information system may be the computer
used for the criminal offence, but could also be a protected computer network
accessible through it, e.g. the online financial services infrastructure used by pay-
ment service users. It is a criterion of criminal responsibility that the information
system had been protected by technical means, which were also active at the time
of the incident. In other words, if a system is protected, e.g. by a firewall or bio-
metric authentication, but these functions are inactive, the suspect cannot be pro-
nounced guilty of the misdemeanour (Belovics, 2023). Section 423(1) also specifies
the means by which the criminal act should be committed, i.e. logging into an in-
formation system by violating or circumventing a technical measure safeguarding
that information system, for example, by exploiting the deficiencies of the security
system, or by using the credentials of the authorised user. How those credentials
were obtained is irrelevant, while it is exactly at this point that phishing may enter
the picture. Furthermore, committing the act to make a profit, cause damage or
with a similar purpose (criminal intent) is not a criterion of criminal responsibil-
ity, i.e. ideologically or politically motivated attacks are also punishable.

Section 423(2) establishes criminal responsibility if the operation of the informa-
tion system is hindered or by way of violating the user’s authorization limit. Since
the primary aim of these provisions is to ensure normal use of the information
system (including protection against ransomware and denial-of-service attacks),
they are not relevant for phishing. At the same time, another criminal offence
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specified in Chapter XLIII of the Criminal Code must be mentioned. According
to Section 424(1)(a) and (b), any person who — with the intention to commit the
criminal offence defined in Section 375 or 423 — makes, hands over, makes acces-
sible, acquires or places on the market a password or computer program that is
necessary for or facilitates the commission of a criminal offence or makes available
to another person his economic, technical or organisational knowledge regarding
the making of a password or computer program that is necessary for or facilitates
the commission of a criminal offence is guilty of a misdemeanour punishable by
imprisonment of up to two years. Consequently, creating and distributing differ-
ent types of so-called ‘malware’ is regarded in itself as a criminal act (Mezei, 2019).

Upon the codification of the Criminal Code, information system fraud (Section
375) was added as a new criminal act. According to the competent minister’s com-
mentary on the draft Criminal Code, information system fraud resulting in dam-
age primarily threatens financial interests, and this type of fraudulent activity was
classified separately because it lacks the element of deception in the conventional
sense. Accordingly, Section 375(1) of the Criminal Code provides that a person
who, for illicit gain, introduces data into or alters, deletes or renders inaccessible
any data processed in an information system, or interferes with the functioning
of an information system by executing any other operation and causes damage
by doing so is guilty of a felony and shall be punished by imprisonment for up to
three years (Ambrus, 2021). In addition to the foregoing, within financial fraud,
prosecuting criminal acts committed by abusing payment instrument is particu-
larly important. Within the meaning of Section 375(5) of the Criminal Code, any
person who causes damage by using or accepting as payment any false, falsified or
illegally acquired electronic payment instrument is punishable. Setting aside the
intricacies of the related legal dogmatics and implementation, we do not wish to
discuss the definition of ‘damage’ in this paper, as in everyday finance these acts
may result in the misappropriation of the full balance held on clients’ payment
and other (e.g. deposit or securities) accounts, and more recently even in unso-
licited loans (Herman 2024). Cash-substitute payment instruments are defined in
Section 459(1)(19) of the Criminal Code, as ‘non-cash means of payment provided
for in the Act on Credit Institutions?, as well as treasury cards, traveller’s checks,
credit tokens and bills of exchange made out in accordance with the Personal In-
come Tax Act, provided they contain protective fixtures, such as coding or signa-
ture, against duplication, fraudulent making or forgery, and against unauthorized
use.” Based on the provisions of the Act on Credit Institutions [Point 55(a) and (c)
under Section 6(1)], the payment instruments used the most frequently by clients

17 Act CCXXXVII of 2013 on Credit Institutions and Financial Enterprises
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and regarded as such by Magyar Nemzeti Bank as supervisor of the system of
financial intermediaries based on the provisions of the Act on Credit Institutions
are mobile and online banking applications, payment cards and electronic money
(Bardits, 2021).

In light of the above, though questions may therefore arise in the practical ap-
plication of the law in relation to the delimitation of the various offences, it can
be stated that criminal acts against or committed by abusing information systems
are in general punishable and forbidden under the law. That also applies to one of
the most frequently used methods, i.e. phishing, regardless of whether damage, or
the misuse of payment instruments (e.g. unlawful execution of a payment order
using a banking application or a payment card) or personal data [Section 219 of
the Criminal Code] have effectively occurred. Based on the foregoing, the condi-
tions to prosecute phishing are provided under criminal law.

4 LAW ENFORCEMENT APPROACH TO TACKLING PHISHING

Crime prevention plays a central role in countering phishing, mainly through
awareness-raising and security-awareness campaigns (Gyaraki, 2022). In ad-
dition to the crime prevention subdivisions of the police, experts of financial
awareness, companies and other organisations actively take part in preventive
communication efforts (Tertadk-Kovacs, 2023; Kovacs-Tertdk, 2024). Besides
conventional channels of awareness raising (e.g. personal, written, in the printed
press and television), online presence is particularly important in the fight against
phishing, including social media posts and ads, short videos or longer podcasts,
or the inclusion of influencers to get the message across, since the potential vic-
tims of phishing are exactly those active in the world of online finances. An ex-
emplary campaign for raising security awareness in Hungary is the ‘KiberPajzs’
(CyberShield) program, a cooperation of participants from various fields (NKI,
2023; KiberPajzs, 2024).

The investigation of successful phishing attempts and related crimes, and the po-
tential recovery of the assets lost is especially challenging because these criminal
acts are happening at a much greater speed than the investigative steps. Sometimes
a few clicks are enough for victims to unwittingly hand over control over their
computers, mobile phones or payment accounts, and for their money to vanish
using today’s instant payment systems. Cybercriminals often choose Friday eve-
nings or public holidays to debit the payment, savings or securities accounts of
the victims, so that they are at a disadvantage in alerting their payment service
provider or the authorities. Since these criminal acts are committed in cyberspace,
even if the perpetrator can be identified, the investigation process is often difficult
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because international cooperation is needed. Criminals are often part of cross-
border criminal organisations, may use off-the-shelf infrastructures for phishing
and fraud provided as a service, and in the case of vishing, operate call centres very
similar to genuine ones (those operated by payment service providers).

Fortunately, 2024 was a successful year in law enforcement, with Europol wind-
ing up a phishing-as-a-service platform and the criminal organisation operating
it as a result of law enforcement cooperation across 19 countries (Europol, 2024b),
while the Hungarian authorities and the Ukrainian police teamed efforts to seize
a criminal group targeting Hungarian-speakers and operating a call center (po-
lice.hu, 2024). However, it is more common that only lower-level actors of highly
organised criminal organisations can be tracked down, i.e. only ‘little fish’ or
money mules commissioned with opening payment accounts for the stolen funds
or withdrawing the money.

It is also worth mentioning asset recovery, i.e. the return of stolen money to its
rightful owner. In practice, there is a reasonable chance to recover the money only
ifall stakeholders - the user/victim, the payment service provider and the compe-
tent authorities such as the police - act without delay. If the payment service user
alerts the account servicing payment service provider of any unauthorised pay-
ment transaction or any change in the payment order not requested by them (e.g.
early withdrawal of a fixed deposit or modification of communications channel
settings) immediately after being notified thereof (e.g. in a text or push message),
and the payment service providers involved in the payment transaction and the
police cooperate closely and without delay around the clock in halting the move-
ment of the funds, they may succeed in seizing the money and transfering it back
to the owner (see the hotline mentioned in section 3.2.1 above).

5 IT SECURITY TOOLS FOR PREVENTING
AND DETECTING PHISHING

IT security offers various means for tackling phishing, from security awareness
training and campaigns to technical solutions. Apart from the crime prevention
programs of the police and the KiberPajzs initiative mentioned earlier, the detec-
tion and prevention of phishing attempts and their notification to the dedicated
entity (the corporate IT security team) is generally covered in corporate internal IT
trainings, and some companies may also test the security awareness of employees
by phishing simulation exercises. In addition, there are plenty of online educational
resources such as the saferinternet.hu site run by the Hungarian division of Inter-
national Children’s Safety Service (NGYSZ) or digipedia.hu operated by the Na-
tional Media and Infocommunications Authority (NMHH), to mention just a few.
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Phishing e-mails can be effectively identified with spam filters and antivirus soft-
ware, if correctly set up. Spam filters — a default function at bigger, often cloud-
based mail service providers and also at most internet providers offering mail
services - tend to identify phishing e-mails as spam due to their similarity to
unsolicited commercial e-mails in terms of technical features (hidden or spoofed
sender address, a high number of recipients, suspicious sender, etc.). Most anti-
virus software can flag suspicious links in electronic correspondence or in the
browser used, warning the user not to click on websites with a phishing potential.
In addition, antivirus software can also prevent the running of malicious soft-
ware used for phishing. Content filtering solutions usually in place in corporate
environments also provide a degree of protection. Some internet providers also
offer similar internet filter services to consumers.

In electronic correspondence, it is a good practice to attach an electronic signa-
ture or stamp to outgoing e-mails, this way authenticating the originating server,
enabling the recipient to verify the identity of the sending entity and to detect
phishing attempts. Using the Domain-based Message Authentication, Reporting
& Conformance (DMARC) protocol is also an effective means of verifying the au-
thenticity of the sender (MNB, 2022). Furthermore, the header of electronic mes-
sages also contains additional information that helps decide during the technical
evaluation and statistical analysis of messages if they originate from a legitimate,
safe environment (Kumar Birthriya-Jain, 2022). In the United States, the Cyber-
security and Infrastructure Security Agency (CISA), the National Security Agen-
cy (NSA), the Federal Bureau of Investigation (FBI) and the Multi-State Informa-
tion Sharing and Analysis Center (MS-ISAC) issued a shared counter-phishing
guidance, highlighting the importance of using proper multi-factor authentica-
tion (so that attackers need more than a user name and the matching password to
succeed) in addition to security awareness training, and recommending further
technical solutions to prevent phishing (CISA, 2023).

Recent mobile phone models offer anti-phish configurations flagging suspicious
messages and unsolicited calls to fend off smishing and vishing attempts. While
current legislation in Hungary does not allow telecommunications service pro-
viders to similarly flag or screen suspicious communications, the Office of Com-
munications of the United Kingdom (Ofcom) already issued recommendations
for this purpose and launched a separate program for reviewing providers’ prac-
tices (Ofcom, 2024). In Poland, an act on combating fraud in electronic commu-
nications was adopted in 2023."

18 Ustawa z dnia 28 lipca 2023 r. 0 zwalczaniu naduzy¢ w komunikacji elektroniczne;j.
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There are steps to be taken also against phishing e-mails and text messages already
received. We can mark these as spam in our phone or mailing system, block the
number (also an option against vishing), or report the phishing attempt through
one of the two (NMHH and NGYSZ) internet hotlines available in Hungary, or to
the police. Phishing e-mails sent to workplace addresses should be handled in line
with the company’s internal policy, and should usually be reported to the corpo-
rate IT security officer or cybersecurity team. When receiving phishing commu-
nications containing a link to a fake website — e.g. mimicking a payment service
provider’s website - it is a good practice for more experienced IT users - to con-
tact the web hosting provider or domain registrar to remove the content. These
sites are often located on cracked servers that host websites offering legitimate
services, without the owner or operator being aware of what their server is used
for. There are solutions available free of charge for screening suspicious messages,
URLs, domains or attachments, such as virustotal.com which utilises more than
70 antivirus software solutions for checking the uploaded content.

All this goes to show that in addition to awareness raising and training, com-
panies and IT and telecommunications service providers have a number of IT
security tools at hand to prevent their users and clients from falling victim to
phishing.

6 PREVENTING AND MITIGATING
THE DAMAGE CAUSED BY PHISHING

If the targeted user shares data or installs an application, and damage is done,
the payment service provider should be contacted without delay to confirm if any
authorised payment transactions have been executed and to take the necessary
preventive steps against unsolicited transactions. In practice that means disabling
and resetting online and mobile banking access credentials, or blocking the af-
fected payment card and requesting a new one. Importantly, after its immediate
blocking, access should only be reactivated once the client/user has made sure
to remove unauthorised access to their mobile phone or computer. In case the
user has multiple accounts with different payment service providers that may be
affected (for instance, due to remote access software installed on the user’s PC),
these precautionary measures should be taken with respect to all accounts. Simi-
larly, if the user manages also other clients’ accounts, or several family members
are using the same computer, access to all the potentially affected accounts should
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be blocked®. A user-friendly summary of the necessary steps is available at the
KiberPajzs website (link provided above).

The Anti-fraud Recommendation of MNB referred to in Section 3.1 above out-
lines detailed proposals for the obligations of payment service providers, which
therefore will not be discussed further in this paper. In conclusion, it is possible to
mitigate the damage caused by phishing attacks. The actors involved in this pro-
cess (i.e. payment service providers, law enforcement agencies) are aware of the
required steps and make efforts to inform also potential victims of fraud. At the
same time, damage mitigation, by definition, cannot be as effective as prevention
in avoiding the consequences of phishing.

7 SUMMARY

Cyberfraud causes growing losses to the economy that materialise within the sys-
tem of financial intermediaries. Phishing is one of its most prevalent forms, with
phishing attacks accounting for a major share (in Hungary, as high as 70%) of all
successful and attempted fraud. Phishing attacks aim at obtaining personal data
or credentials for financial services by bulk messaging (e-mail or text), phone
calls and psychological manipulation, in order to exploit these data afterwards
for financial gain or for further attacks. Criminals have various tools at their
disposal to implement phishing attacks, which nowadays can even be sourced
from providers specialized in phishing (phishing-as-a-service) (McNee, 2024). As
phishing attacks are multifarious, protection against them should be as broad as
possible to cover all forms.

The legal assessment of phishing is complicated, as it is relevant for various
branches of law. Liability for the damages caused by phishing is of primary con-
cern under private law, especially in the context of financial services, but other
types of services may also be affected (e.g. credits and loans). In the case of pay-
ment services, providers are subject to especially rigorous liability rules. The ap-
plicable EU and national legislation, and current judicial practice impose a form
of strict liability on payment service providers for payment transactions executed
without the client’s authorisation. Exemption from that strict liability towards
consumers and microenterprises is only possible if the payment service provider
manages to provide evidence for gross negligence or acting fraudulently on the
payment service user’s part. However, in relationships with payment service users

19 MNB executive circular on preventing fraud linked to electronic access by authorised
representatives and stipulations for informing clients of related risks.

387



388

GABRIELLA BIRO - MILAN KISS

other than consumers and microenterprises, the parties may agree to derogate
from the provisions of the PSA on the burden of proof. As in private law, pub-
lic law also contains strict regulations for the protection of information systems
and for information system fraud. Under financial law, payment service providers
must meet a number of prudential and IT security requirements to ensure the
smooth operation of payment systems and the maintenance of trust in the system
of financial intermediaries. In practice, these requirements are also effective in
preventing phishing.

Phishing may be connected to various punishable acts under criminal law, such
as unauthorised access to and interfering with the functioning of information
systems, or fraud committed by non-cash means of payment (e.g. mobile or on-
line banking applications, payment cards). It can be established that criminal law
provides the necessary means to combat phishing. While the privacy law implica-
tions of phishing are obvious, these could be mentioned only briefly in this paper.
However, this area of law and the related jurisprudence is well documented in the
literature.

Crime prevention, implemented through awareness-raising campaigns and the
promotion of security awareness, is a key part of anti-phishing efforts. The inves-
tigation of phishing-related criminal offences is challenging, as in many cases,
perpetrators act fast and across borders, making the task of law enforcement
agencies and international cooperation more difficult. Participants of the sys-
tem of financial intermediaries, such as payment service providers, the Hungar-
ian Banking Association representing sectoral interests, as well as public bodies
and authorities (e.g. MNB or the competent ministry and other authorities) play
a central role in the education of the public. In recent years, several initiatives
have been launched to raise awareness of cybersecurity and personal finances.
PENZ7 (Money Week)>* and KiberPajzs are good examples. The effectiveness of
these campaigns is hard to quantify, but in regard to the current value of payment
fraud, they apparently have a positive, preventive effect.

IT security training and technical solutions are essential means of proven effi-
ciency for the prevention of phishing. Appropriate spam filters, antivirus software
and multi-factor authentication are tools that help mitigate the risks. Recognis-
ing and properly reporting phishing messages is another important component
of anti-phishing defence, in addition to other tools such as the use of electronic
signatures between messaging servers to ensure the authenticity of messages. It
cannot be stressed enough that victims of phishing should contact their payment
service providers without delay and monitor unauthorised payments to prevent

20 See the website https://www.penzz.hu/.
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further unwanted transactions to the extent possible. In the context of online and
mobile banking, access should be discontinued and credentials reset, while in
the case of payment cards, blocking the card and requesting a new one may also
be advisable. Importantly, access should be reactivated only if the security of the
mobile phone or computer is ensured.

In light of the above, phishing is a highly complex issue which may be addressed
at different levels. To be able to understand and effectively prevent it, we should
therefore study its different forms and the techniques used. The legal background
should also be examined, with special regard to the uniform IT security provi-
sions under the DORA Regulation, which will be applied across the European
Union from January 2025 on. As a general conclusion, phishing may be countered
at multiple levels and with diverse tools. While a joint application of legal, crime
prevention, security awareness, I'T security and law enforcement tools is the most
effective defence against phishing, prevention — on both (payment) service pro-
viders’ and (payment) service users’ side — is the surest.
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